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Management Information Systems Unit

Disaster Recovery Plan for Northgate Payroll/Personnel system

This document and the MISU disaster recovery guide make up the complete set of documentation required to recover the university’s Northgate Payroll system under the direct control of the Management Information Systems Unit of Queen Mary University of London.

Because of the sensitive nature of this document, it is requested that you do not discuss the details contained in it with persons that do not have "the need to know." Your anticipated co-operation in this is greatly appreciated.
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Queen Mary and Westfield College
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1 Introduction

Following the exclusion of a disaster recovery provision within the Agresso managed service for the Northgate payroll system, this report has been drafted for PSC’s consideration for the University to provide a fall back payroll system should a disaster occur.

In the event of a disaster as described in section 2 (definitions of disaster) of this report, efforts will be directed towards setting up a standalone payroll system.

The standalone payroll system will be able to carry out basic payroll functions. These basic functions will be defined with the help of the payroll department. The primary objective is to be able to pay QMUL personnel using the standalone system until such a time when a complete payroll system is available.

1. 1 Authority

It is assumed that a Payroll/Personnel system disaster recovery team will be formed if PSC approves the recommendations in this report.

The decision to implement disaster recovery procedures is the responsibility of the Chair of the Disaster Recovery Team.

The Disaster Recovery Team will convene as soon as possible after a disaster has occurred to assess damages and make recommendations to the Chair of the Disaster Recovery Team.

1. 2 Distribution/Update

This plan will be distributed to and used by those persons responsible for its implementation and operation. It is recommended that a disaster recovery team be nominated by the head of Payroll/Personnel. 

The circulation of this document will remain with Payroll/Personnel disaster recovery team and nominated members of the project steering committee (PSC). It forms part of the disaster recovery strategy for information technology systems under the management of MISU.

This document will be maintained and updated by MISU whenever significant changes occur.  

1.3 Aim

The aim of this report is to provide the project steering committee (otherwise known herein as the PSC) a complete inventory of what is required to set up a complete fall back payroll system.

The aim of the fall back payroll system should always be to recover in the event of a disaster following the priorities laid out below:

a. The recovered systems must be stable and maintainable

b. It should be possible for the payroll/personnel departments to be able to use the recovered system. The level of functionality and the availability of the system will depend upon the nature of the disaster.


c. It should be possible for MISU staff to be able to provide backup and support as required for the recovered systems.


2.0 Definition of Disaster

In order to respond appropriately to an unforeseen situation the level of disaster has to be identified and quantified.

Several possible situations have been identified with a level of severity ranging from slight to catastrophic.

The levels of disaster  used throughout this plan.

	Level 1
	Network failure
	Loss of network connections to one or more computers

	Level 2
	Disk failure
	Loss of one or more disks on a mission-critical server

	Level 3
	Machine failure
	Loss of one or more mission-critical machines

	Level 4
	Loss of facility and staff
	Loss of Queen’s building due to (for example) fire, flood, including loss of key members of staff etc.


The point at which the disaster recovery plan will come into effect is defined as:

‘That point in time when it is clear that the facility will be out of action for longer than 48 hours.’ 

NOTE:

The criteria that governs effecting disaster recovery is subject 

to revision by Payroll/Personnel disaster recovery team.

3.0 Basic Recovery Plan Requirements

The basic requirements for the Recovery plan are as follows:

a. Disaster recovery team.

b. Disaster recovery documentation.

c. Backup computer facilities (hot site).

d. Backup of databases to be recovered.


e. Temporary payroll administration office.

3.1 Disaster recovery team

The Disaster Recovery Team (see Appendix A – Disaster Recovery Team Members ) has been established and organised to act in the event of a disaster. The aim of the team is threefold:

a. to assess the damage to the computer facility.

b. to control and co-ordinate recovery/backup actions.

c. to make recommendations to the Chair of the Disaster Recovery Committee.

The team will consist of a cross section of persons responsible for one or more of the following functions:

a. Recovery administration

b. Systems software

c. Application software

d. Communications

e. Operations

f. Facilities

g. Hardware

The payroll disaster recovery team shall meet every six months to discuss the current document and make recommendations for changes to it. All changes must be submitted in writing to the team and agreed upon by the majority before they become part of the document. It is the responsibility of the Chair to make the necessary changes and distribute the new document to the appropriate persons. All agreed changes will be submitted to MISU for update and governed by an agreed change control document which will be defined and agreed by the team.

In the event of a disaster or major failure, the team will convene with as many team members as possible. All members of the team should assess damages and report to the Chair at the earliest opportunity. 

3.2 Disaster recovery documentation

The disaster recovery documentation consists of this document (the Payroll Disaster Recovery Plan) and the Payroll System Recovery Guide, which details the procedures involved in recovering the system.

3.3 Backup computer facilities 

In the event of a Level 4 disaster it may become necessary to move the location of the live computer system from the computer room in the MISU (Located in room OB9 in the queens building) to a backup location or hot site. The designated location of the hot site is room G18 in the Laws building (Mile end), where a second Payroll/Personnel (referred to herein as the ‘fall back’ payroll) system will be located

3.4 Backup of databases to be recovered

In the event of a Level 4 disaster having backup tapes stored off site is critical. The most current full system backup and the most current cold database backup should be stored far enough away from the computer room to be safe in the case of fire or flood. Near off-site storage for the live machine has been designated as the room G18 in the Laws building. The room is equipped with fire-proof safe which will be used to store the Backup tapes.

Details of the backups made of the Payroll/Personnel system will be held by the head of Payroll/Personnel

3.5 Temporary payroll administration office

In the event of a Level 4 disaster the payroll system will operate from the Laws building (Room G18). 

An assembly room need to be determined within the laws building where payroll/personnel staff will convene to operate the payroll/personnel system.

 4.0 Recovery Plans

Several recovery plans have been identified, depending upon the circumstances.

a. Disaster Preparation - Being ready and planning ahead is the easiest way to be sure we can quickly and fully recover from a disaster.

b. Emergency Response - These are the first actions taken in an emergency situation, designed to bring the computer systems back to operation, even if not at full capacity or in a degraded state.

c. Recovery Procedures - These are the procedures designed to return the computer systems to a fully operational state, or degraded state, including bringing up the hot site.

The cost of purchasing a fall back payroll system was submitted to PSC for consideration.

